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Abstract 

A digital watermark technique is a unique signature used for copyright protection, data 

integrity, and ownership identification. The digital watermark can be visible, semi-

visible, or completely invisible and can be fragile or semi-fragile. The proposed 

technique presents a gravitational search algorithm based on an invisible watermarking 

technique that embeds a digital watermark in host images in a distributed manner. The 

invisibility of the watermark restricts any detection and prediction of the watermark 

contents and location with the naked eye and keeps it invisible to the human visual 

system. Hence, make the alteration, removal, or replacement of the watermark difficult. 

The distributed placement enhances the security of the watermark twofold and limits the 

complete removal or replacement of the watermark by any random attempts. The 

proposed distributed watermarking is an optimal solution for embedding watermarks, 

which applies the gravitational search algorithm, using Newtonian principles, to identify 

the potential host pixels for watermark embedding. The proposed technique provides 

average values of hiding capacity of 35%, PSNR of 40 dB or higher, and SSIM of 0.90. 

The experimental result shows that the embedded watermark remains invisible, keeping 

the quality of the host image unaffected, and results in a high-quality host image with an 

embedded watermark. 

 

Keywords: Data Hiding, Gravitational Search Algorithm, Newtonian Principles, 
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INTRODUCTION 

Digital watermarking is the technique of using a type of identifier called a watermark 

that is secretly implanted in digital information, such as video or images, to identify the 

ownership of the file or content [1-2]. The main goal of digital watermarking is to 

establish a persistent link between content and watermark data, which can be recovered 

later to prove authenticity, image integrity, and ownership. The two main processes of 

digital watermarking can be expressed as watermark embedding and watermark 

extraction [3-4]. The watermark is categorized according to various characteristics, such 

as based on perceptibility, robustness, and on the basis of the embedding domain. 

Perceptibility based watermark visible to the human sense are called visible watermark 

such as TV channel logo and invisible watermark are totally undetectable to human eye, 

and robustness watermark are mainly three types having characteristic of robustness, 

which is withstand to common image operation, fragile watermark is corrupted by any 
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small alteration to the host content because more sensitive, and semi-fragile watermark is 

less sensitive to alliteration and more robust than fragile watermark [5-7]. 

Domain-based watermarking is called Spatial and Frequency domain watermarking 

techniques. In the proposed paper spatial domain watermarking used to embed 

watermark directly into pixel values to modify the image pixel’s values such as Least 

Significant Bit (LSB) which is simple and fast technique but low robustness as compare 

to frequency domain watermarking in which the host image is firstly transformed 

frequency domain using different transform techniques such as discrete cosine transform 

(DCT), discrete wavelet transform (DWT), and discrete Fourier transform (DFT) are 

high robustness but computational complexity is high [8-9]. 

Digital watermarking is to enhance the reliability, security and management of data, and 

to address qualitative and quantitative assessment and ensure image integrity ownership 

in various fields and industries such as Healthcare and Medical Imaging, The main 

application of watermarking in medical and health care imaging is to provide these five 

security services such as integrity, availability and confidentiality to ensure data 

accuracy, data accessibility and protect data from unauthorized access respectively. 

Authentication is to provide validity between originator and receiver for transmission, 

and involvement of non-repudiation is to prove of delivery and sender identity [10]. 

Intellectual Property Protection (IPP) application, Digital watermarking plays a 

significant role in intellectual property protection to embed a signature or pattern into 

digital content to identify the owner, verifying the integrity, enabling the forensic 

analysis and detecting the copyright infringement, and content base authentication the 

impact of counterfeiting is a challenging problem, including government, education, 

research, business, multimedia and many more industries to ensure the authenticity of the 

intended destination [11]. Therefore, digital watermarking can use a secret message or 

code to provide an effective deterrent for counterfeiting to ensure content authentication 

and minimize the problem. 

The proposed technique is based on distributed and invisible watermarks using spatial 

domain embedding techniques called LSB, which have key characteristics such as low 

computational complexity, high capacity, and fast embedding and extraction process. 

 

LITERATURE REVIEW 

The digital watermarking is a technique used to embed unique information, such as an 

image, video, audio file, or text called a watermark into a host image that is to be 

protected against abuse [12]. The core purpose of digital watermarking is to provide a 

security layer of information that remains unaltered throughout the lifecycle when any 

type of stealing operation, such as editing, transmission, or compression, is applied. 

There is a vast application of digital watermarking, but the effectiveness of digital 

watermarking is examined in terms of three fundamentals: imperceptibility, robustness, 

and capacity. 

The origin of watermarking may be traced to the ancient Greeks, who transferred 

information by modifying and then swapping the position of letters. The first watermark 

appeared in Italy during the 13th century, but its use rapidly increased across Europe. In 

the 18th century, watermarks were used for counterfeit-proofing on money and other 
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documents. The first time Emil Hem Brooke used a watermark patent was in 1954, 

“Identification of sound and like signals”. In 1980, to identify their music, Muzak 

Corporation used an analog audio signal. [13]. 

The term digital watermarking was first used with the LSB technique in 1994. There is a 

wide range of applications of digital watermarking, such as copyright protection, source 

tracking, file integrity, broadcast monitoring, and content management on social 

networks to ensure security in analog and digital communication [14-15]. 

After background history and applications, now to discuss classification and methods of 

digital watermarking:  

Type of watermark: visible and invisible watermark. 

Robustness: fragile, semi-fragile, and robust watermark 

Domain: spatial and frequency domain [16] 

Perceptibility: perceptible and imperceptible watermark 

Host data: to select digital media such as image, audio, video, or text for embedding 

watermarking [17]. 

Data extraction: blind, semi-blind and non-blind watermarking data extraction at the end 

of the digital watermarking process from watermarked content [18]. 

Different methods and techniques are discussed to compare with the proposed method at 

the end of the research. 

According to [19], a technique called watermarking spatial domain LSB, considering a 

host image size of 512x512, and embedding a watermark capacity of 64x64. The 

concluded result signal quality is superior, and PSNR is 47.6 dB. The speed of operation 

is fast, and adjustment for color variation is possible. 

In [20], the author proposed a watermarking spatial domain LSQB XORING technique 

taking an image quantum grayscale 255x256 and embedding a grayscale image of size 

128x128. The concluded result and PSNR are 46-48 dB. The operation speed is low, and 

there is no adjustment for color variation. 

Ghadi et al. proposed a spatial domain additive embedding technique for both color and 

grayscale images having size 512x512 and 64x64, respectively [21]. The concluded 

result robustness is high, and PSNR is between 50.38-47.48 dB. Su and the coauthors 

implemented the spatial domain additive embedding technique by considering a color 

image size 512x512 [22] and embedding bit capacity size 32x32. The robustness is 

medium, and PSNR is between 38.0-36.5 dB 

LSB technique [23], the author proposes a spatial domain by considering quantum color 

having size 256x256 and 512x512, cover image size, and embedding bit capacity 

quantum binary 128x128 and 256x256. The concluded result robustness is the best one, 

and PSNR is approximately 58 dB.  In [24], the author proposed a watermarking spatial 

domain LSB technique taking a cover image size of 512x512 and an embedding capacity 

of 2 bpp. The conclusion of robustness in fragile and image quality is 38.20 to 36.98 dB. 

 

METHODOLOGY 

The proposed technique consists of two processes, i.e., the host selection process and 

watermarking embedding. The distributed watermarking technique identifies the 

potential host pixels for embedding a watermark within the host image; this process is 

termed the host selection process. The watermark embedding process uses 4LSB 

substitution [25] to place the watermark bits in the least significant bits of the selected 

host pixels of the host image. The 4LSB substitution mechanism ensures that the 

existence of the watermark is invisible and makes the proposed technique an invisible 
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distributed watermarking. The whole process ensures data integrity as well as security 

[26]. Each process of the distributed watermarking technique is explained in the 

upcoming sections in detail below. 

Host Pixels Identification using GSA:  

The proposed technique uses an optimization algorithm called the Gravitational search 

algorithm (GSA) that works according to the principle of gravity and motion to classify 

pixels in different regions in an image for the process of embedding. According to the 

law of gravity, all particles or agents (pixels) attract each other by the gravitational force. 

This compels a movement toward heavy mass agents (pixels), which is directly 

proportional to the product of the mass of the agents (pixels) and inversely proportional 

to the distance between them. In a detailed discussion, the GSA algorithm, each agent 

has certain circumstances like position, active, passive, and inertial masses [27]. 

The GSA took the host image to apply the pre-processing operation of grayscale 

conversion, denoising to avoid any false host pixel detection, and normalization. The pre-

processing makes the host image suitable for the efficient detection of host pixels. After 

the pre-processing of the GSA algorithm’s agents, the pixels of the host images, the 

initial positions, velocities, and mass values are initialized. 

Position corresponds to the location of the pixel mass, which can be represented by x and 

y coordinates called spatial coordinates, or intensity value, which can vary from 0-255, 

or representation by texture features, for example, orientation or edge magnitude. 

The mass of each agent computing current population fitness; the fitness showing the 

difference between edges pixel with the neighbor’s pixel and in Maximization problem 

the best(t) and worst(t) are defined. 

According to the law of gravitational lighter mass called active gravitational mass 

attracted by heavy mass called passive mass which inserts a force on active mass in 

specific condition of timeimage.png, image.png is the gravitational constant should be 

start from the beginning and to reduce with time to achieve and control search accuracy. 

Additionally, to calculate the total force image.png act on pixels in position i in 

dimension d from pixels’ position j, which is randomly weighted sum in dth components, 

and the acceleration of active pixels’ position i is given in an equation 1 and 2 

respectively. 

 

  
 ( )  ∑               

 ( )            (1)         

  
 ( )  

  
 ( )

   ( )
              (2) 

Where       interval [0, 1] use this for to randomized characteristic to the search. 

The solution to the problems is related to the position of the mass, to calculate position 

and its velocity to continue the embedding process toward fitness, and to select the 

maximization (to determine the targeted function’s highest possible value). 

  
 (   )          

 ( )    
 ( )            (3)  

  
 (   )    

 ( )    
 (   )               (4) 

The GSA algorithm results in a binary map that contains the location of all the host 

pixels to be used for watermark embedding. The complete process of the GSA algorithm 

is summarized in Figure 1.  
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Figure 2: Host pixels identification process using GSA 

 

         
Figure 2: The Proposed Technique 

 

Embedding Process: 

The embedding process uses a 4LSB substitution [28] mechanism for embedding the bits 

of the watermark in the least significant bits of the host pixels of the host image. The 

embedding process considers each pixel of the host image and checks the binary map 

whether the pixel is a potential host pixel or not [29]. If the pixel is not a potential host 

pixel, then it is discarded, and the next pixel is selected and processed accordingly. 
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If the pixel is a host pixel, the 4LSB substitution mechanism is adopted, and the 4 bits of 

the watermark are placed in the four least significant bits of the host pixel using the 

4LSB technique. Each pixel of the host images is processed in this manner. 

The embedding process stops when the whole watermark is placed or embedded in the 

host image or when all host pixels of the host image are utilized. The whole process 

results in an image with an embedded watermark. 

The whole process of GSA driven distributed watermarking techniques is summarized in 

Figure 2. 

 

RESULTS AND ANALYSIS 

The proposed algorithm is applied using Lena as the host image, as given in Figure 3(a), 

and using a watermark given in Figure 3(b). The host image is initially processed using 

the GSA algorithm to find the binary map. The parameters of the GSA used for the 

experimentation are given in Table 1. 

 

Table 1: Parameters and values used for experimentation 

PARAMETERS VALUES 

Window size (WS)    

MEAN      

T1     

T2     

Beta    

a      

b      

 

 

 

                  
(a)                                            (b) 

Figure 3. The host and watermark a) Host Image, b) Watermark 

The GSA, with the parameter values given in Table 1, resulted in a binary map shown in 

Figure 4. 
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Figure 4. Binary map obtained with GSA 

The binary map and the host image are then passed through the embedding process. The 

watermark given in Figure 3(a) is embedded in the least significant bits of the host pixels 

of the host image using the 4LSB substitution mechanism. The embedding process 

resulted in an image, called a watermarked image, with an embedded watermark inside it. 

The resultant watermarked image is shown in Figure 5. 

 

 
 

Figure 5. The resulting watermarked image 

The resulting image given in Figure 5 shows that the watermark is embedded in an 

innocent manner, and the existence of the watermark is invisible. Hence, the watermark 

is not detectable to the human visual system (HVS), nor does it create any sort of 

distortion to attract the attention of any viewer. The result shows that the visual quality of 

the watermarked image generated with the proposed technique is the same as that of the 

original host image. 

Checking the quality of the watermarked image qualitatively is not enough to prove the 

strength of the algorithm. Therefore, the proposed algorithm is also analyzed 

quantitatively using the evaluation metrics of hiding capacity (HC), peak signal to noise 

ratio (PSNR), and structure similarity index (SSIM) [30]. The experiment shows that 

while embedding a watermark in the host image, resulting in a watermarked image given 

in Figure 5, results in a hiding capacity of 35%, PSNR of 89 dB, and SSIM of almost 

0.9908. The result is that the PSNR is higher than a threshold value of 3o dB, which 

indicates a significant quality of the watermarked image 

The proposed technique is also applied to the Coin image as shown in Figure 6. The coin 

image is used as a host image, while the same Figure 2(b) is used as a watermark for the 

experimentation. The parameters of the GSA are set according to Table 1. The GSA 

algorithm resulted in a binary map as given in Figure 7. 
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Figure 6. Coin image used as host image 

 

 
Figure 7. Binary map obtained with GSA using Coin image as a host 

 

The binary map, given in Figure 7, and the host image, given in Figure 6, are used in the 

embedding process using the 4LSB substitution. The 4LSB substitution mechanism 

embeds the watermark bits in the host pixels of the host image. The host pixels are 

identified with the help of the information present in the binary pattern.  The embedding 

process resulted in a watermarked image, shown in Figure 8.  

 

 
Figure 8. Watermarked image obtained using Coin image as a host 

The same evaluation metrics of hiding capacity (HC), peak signal to noise ratio (PSNR), 

and structure similarity index (SSIM) are used for quantitative analysis of the proposed 

algorithm using the Coin image as the host. The experimentation shows that while 

embedding a watermark in the host image, resulting in a watermarked image given in 

Figure 5, results in a hiding capacity of 35%, PSNR of 95.69 dB, and SSIM of almost 

0.9998. The result is that the PSNR is higher than the threshold value of 3o dB, which is 

a significant quality of the watermarked image. 

The results obtained for both the host images show that the proposed technique is an 

efficient technique that keeps the existence of the watermark invisible, safe, and 

undetectable. The binary pattern enhances the security of the watermark and ensures the 

distributed mechanism of the watermark. 
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CONCLUSION 

In conclusion, the proposed distributed watermarking technique is a novel approach to 

achieve invisible watermarking in an efficient and secure manner. The technique keeps 

the existence of the watermark innocent and undetectable to viewers. The gravitational 

search algorithm (GSA) is based on Newtonian principles to calculate the movement of 

objects using pixel intensity values and detect optimal binary patterns, and hence provide 

an efficient way of selecting the host pixels. The algorithm achieves a PSNR quite higher 

than the threshold value of 30dB and provides a hiding capacity of 35%, which enables 

us to embed a watermark, equal to one third in size of the host image. Hence, the 

proposed technique is a good technique to be used for secure digital watermarking in the 

modern era.  
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